IT Manager 
Job #597
Pay range: $130,000.00 - $150,000.00

[bookmark: _Hlk224734583]Description:

[bookmark: _Hlk240522251]Photo-Sonics, Inc. is an international leader in state-of-the-art optical tracking systems in Chatsworth and has an immediate opening for an Information Technology Manager. 

The IT Manager will lead the strategic evolution and day-to-day operations of the IT Department for a 140-person enterprise. The core responsibility of this role is to manage and mentor IT staff, drive modernization initiatives—including migrating legacy workflows to the cloud, AI integrations, and advanced productivity tools—and maintain strict cybersecurity (CMMC) compliance across all corporate and project-based information systems.

Responsibilities include:

Team Leadership & Personnel Management
· Subordinate Leadership: Lead a high-performing team of 4 IT subordinates by setting clear operational expectations, establishing key performance indicators (KPIs), and providing daily technical guidance.
· Performance Management: Formally manage individual team members’ performance through periodic performance counseling and structured feedback sessions, occurring at a minimum of once every six months.
· Talent Development: Provide active mentoring, technical coaching, and professional development plans to grow team members' capabilities and scale their contributions alongside company growth.
 
Strategic Cloud, AI & Technology Modernization
· Cloud Migration: Plan, architect, and execute the company’s transition from legacy or on-premises infrastructure into secure, scalable cloud environments (e.g., GCC High / Microsoft Azure / AWS).
· AI & Tool Integration: Evaluate, pilot, and deploy artificial intelligence (AI) tools, automated workflows, and modern collaboration suites to optimize internal business processes and eliminate structural waste.
· Cost Engineering & ROI: Analyze the cost trade-offs between recurring costs (RC) and non-recurring costs (NRC) for new tech adoptions, ensuring the company implements the most cost-efficient infrastructure methods.
· Lifecycle & Redundancy Auditing: Regularly audit the corporate tech stack to find system redundancies, identify underutilized software licenses, and eliminate IT waste.
 
Cybersecurity & CMMC Compliance
· CMMC Governance: Oversee, implement, and maintain the company's Cybersecurity Maturity Model Certification (CMMC) requirements to ensure full compliance with federal supply chain regulations.
· System Auditing: Maintain the System Security Plan (SSP), Plan of Action and Milestones (POA&M), and internal control documentation necessary to pass third-party CMMC assessments (C3PAOs).
· Infrastructure Security: Ensure identity and access management (IAM), data encryption, perimeter defenses, and endpoint security tools align with required CMMC framework controls.

Requirements:

Education:
· Post-Secondary Training
· Bachelor’s degree in Computer Science, Information Technology, or a related field is highly preferred.

Experience:
· 5+ years of experience managing an IT Team
· Background in government contracting or a regulated small-business environment preferred

Desired Skills:
· Demonstrated adaptability in response to changing work environments, emerging technologies, and evolving regulatory responsibilities.
· Strong analytical and communication skills, with the ability to explain technical ideas to non-technical audiences in a professional manner.  
· Familiar with manufacturing ERP systems. 
· Excellent organizational, multi-tasking, and project management abilities.
· Understanding the business implications of new information and emerging tech for both current and future problem-solving and strategic decision-making.
· Proven track record of staying focused and delivering results across multiple complex projects simultaneously.
· Strong emotional intelligence, empathy, and psychology when coaching, mentoring, and motivating subordinates.
· Proficient in Microsoft 365 enterprise applications (including Word and Excel).

Certifications:
Qualified candidates must possess relevant professional certifications. Ideal certifications include: 
· Updated Microsoft role-based credentials (e.g., Microsoft 365 Certified: Enterprise Administrator Expert, Azure Solutions Architect Expert) or legacy Microsoft Certified System Engineer (MCSE) / Microsoft Certified System Administrator (MCSA) designations. 
· Security credential such as CISSP, CISM, or Security+ is highly desirable.

Physical Requirements include: 
· Position requires the ability to frequently stand, walk, and use hands repetitively (e.g., typing, handling hardware equipment).
Ability to occasionally lift and move standard IT hardware (such as desktops, servers, switches, and UPS batteries).



